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© B ipse. e abways-on 1 on
o e !
@ = Ipsec ke duration ike-sa 1 10800
@ @ ipsec e encrypion 1 3es256.20c
© an Ipse e esp-encapsuiation 1 on
O =0 Ipsec e group 1 modp1024
& Th inses Se nash 1 sha
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ip route default gateway pp 1 filter 10 11 gateway tunnel 1 metric 5
ip route "MRB-cloud® % 0 — /¥ JLIPZ (D 1" gateway pp 1 filter 101 102 103 metric 1
ip route "MRB-cloud® 2" A — /¥ JLIPZ (D2" gateway pp 1 filter 201 202 203 metric 1

ip filter 101 pass * "MRB-cloud® 7 A —/3JLIPZ D 1" esp * *
ip filter 102 pass * "MRB-cloud® %" A —/3JLIPZ D 1" udp * 500
ip filter 103 pass * "MRB-cloud® %" A —/3)LIPZ D1" udp * 4500

ip filter 201 pass * "MRB-cloud® 7 A —/3JUIPZ D2" esp * *
ip filter 202 pass * "MRB-cloud® %" A —/3JUIPZ 2" udp * 500
ip filter 203 pass * "MRB-cloud® %" A —/3)LIPZ D2" udp * 4500

tunnel select 1
tunnel encapsulation ipsec
ipsec tunnel 1
ipsec sa policy 1 1 esp aes256-cbc sha-hmac
ipsec ike version 1 2
ipsec ike always-on 1 on
ipsec ike duration child-sa 1 3600
ipsec ike duration ike-sa 1 10800
ipsec ike encryption 1 aes256-cbc
ipsec ike group 1 modp1024
ipsec ike hash 1 sha
ipsec ike keepalive log 1 off
ipsec ike keepalive use 1 on dpd
ipsec ike local address 1 "NATZHEEDRTXD A —hIL Ry b T —2(FBaF 77 v F1)"
ipsec ike log 1 key-info message-info payload-info
ipsec ike local name 1 "#Z#EID" fqdn
ipsec ike payload type 12 2
ipsec ike pfs 1 on
ipsec ike proposal-limitation 1 on
ipsec ike message-id-control 1 off
ipsec ike child-exchange type 1 2
ipsec ike pre-shared-key 1 text “PSK"
ipsec ike remote address 1 "MRB-cloud® ¥ 0 —/3JLIPZ D1"
ipsec ike remote name 1 "MRB-cloud® ¥ 0 —/3)LIPZ D 1" ipv4-addr
ipsec auto refresh 1 on
ipsec tunnel outer df-bit clear
tunnel backup tunnel 2 switch-interface=on
ip tunnel secure filter out 1000 1001 1002 1003 1004 1005 1006
ip tunnel nat descriptor 10000
ip tunnel tcp mss limit 1240
tunnel enable 1




tunnel select 2
tunnel encapsulation ipsec
ipsec tunnel 2
ipsec sa policy 2 2 esp aes256-cbc sha-hmac
ipsec ike version 2 2
ipsec ike always-on 2 on
ipsec ike duration child-sa 2 3600
ipsec ike duration ike-sa 2 10800
ipsec ike encryption 2 aes256-cbc
ipsec ike group 2 modp1024
ipsec ike hash 2 sha
ipsec ike keepalive log 2 off
ipsec ike keepalive use 2 on dpd
ipsec ike local address 2 "NATZEHIE DRTXD A —HILERy b T —2(FaF 7T v ba)"
ipsec ike log 2 key-info message-info payload-info
ipsec ike local name 2 "{Z#%ID" fqdn
ipsec ike payload type 2 2 2
ipsec ike pfs 2 on
ipsec ike proposal-limitation 2 on
ipsec ike message-id-control 2 off
ipsec ike child-exchange type 2 2
ipsec ike pre-shared-key 2 text “PSK"
ipsec ike remote address 2 "MRB-cloud® % H — /3 JLIPZ 2"
ipsec ike remote name 2 "MRB-cloud® ¥ 0 — /73 JUIPZ ()2" ipv4-addr
ipsec auto refresh 2 on
ipsec tunnel outer df-bit clear
ip tunnel secure filter out 1000 1001 1002 1003 1004 1005 1006
ip tunnel nat descriptor 10000
ip tunnel tcp mss limit 1240
tunnel enable 2

ip filter 10 pass * * tcp,udp * domain
ip filter 11 pass * * tcp * 7680

ip filter 1000 pass * "WireGuard CIEFT 2 %y b 7—27 Z D1" * * *
ip filter 1001 pass * "WireGuard C{EF T 2 %y F 77— Z D2" * * *
ip filter 1002 pass * "L2TP CIEAT B2 %y F 7 — " * * *

ip filter 1003 reject * 192.168.0.0/16 * * *

ip filter 1004 reject * 172.16.0.0/12 * * *

ip filter 1005 reject * 10.0.0.0/8 * * *

ip filter 1006 pass * * * * *

nat descriptor type 10000 nat

nat descriptor address outer 10000 "NATZEE DRTXD A —hIL Ry b T =27 (FB4aF 77 v F1)"-
"NATZREDRIXD A=Ay b T =27 (F4ax 7 T v b2s54)"

nat descriptor address inner 10000 "NATZHEEIDRTXD A —HIL Ry b T =27 (FBaF+ 77 v F1)"-
"NATZHRRIDRTXD A=Ay b 7= (FaF4 7 T v b 254)"

nat descriptor static 10000 5 "NATZHE DRTXD A —H LRy b T— 2 (BaF 7T v b1)'=
"NATZHRRIDRIXD A=Ay 7= (FaF4 7 T v b1)“/24

ipsec use on

ipsec auto refresh on
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