schedule at 1 startup * lua emfs:/O365_WU

embedded file 0365 WU <<EOF

- AR YR AT A= — -

R R 2L TR SR g e P R—

- g

-k 77 A PREEICHERT A4 v A -T2 -

gateway_default = "tunnel 1"

gateway_offload = "pp 1" -- % Office 365, Windows Update, G Suite iICfifHd 24 v X —7 =z —2X

- Zofh 7L 427 T7Y b L7z ip fileer Y R b

ip_filter = "10 11" %

- ZI2hb EERBRBICAEDETBIET S -
--FQDN 7 4 M2 —icffifl3 274 v 2 —IDDOTL 7 4 v 7 A

filter_prefix = 2000000

-- Office 365 A Y 2=y F 7L A4 2T v D SYSLOGDT VL7 4 v 7R

offload_prefix = "[0365 Offload]"

-- TR ()

idle_time = 3600 - %

-~-HTTPS J7x=x} --
]

office_host = "endpoints.office.com”

- NZ
path_version = "version/worldwide?clientrequestid=%s&Format=CSV"

path_endpoint = "endpoints/worldwide?clientrequestid=%s&Format=CSV&NolPv6=true"

--url

url_template = "https://%s/%s"

- VI IRFT—TN
req_tbl = {

url =

method = "GET"

-- Windows Update ®##i5t URL Y & } (7 —7')

urls_wu = {"update.microsoft.com", "

.update.microsoft.com”, "download.windowsupdate.com”,

"* download.windowsupdate.com",

"download.microsoft.com",



e

"*.download.microsoft.com”, "windowsupdate.com"”, "*.windowsupdate.com"”, "ntservicepack.microsoft.com”, "login.live.com", "mp.microsoft.com", .mp.microsoft.com",

"* do.dsp.mp.microsoft.com", "*.dl.delivery.mp.microsoft.com", "*.emdl.ws.microsoft.com"}

- AVR=AY P TVLA T Y P LAEVERIR, TOffOoaxy b"--"245 %

--urls_wu = {}

-- G Suite DEfESE URL Y X M (T —7V)

e

urls_gs = {"accounts.google.com", "www.googleapis.com", "oauth2.googleapis.com", "*.googleapis.com", "www.google.com", "apps-apis.google.com", "accounts.youtube.com",

"o "o non

"fonts.gstatic.com", "ssl.gstatic.com”, "www.gstatic.com", "classroom.googleapis.com", "people.googleapis.com”, "sheets.googleapis.com", "slides.googleapis.com", "gsuite.google.com",

"on non won "on "o

"mail.google.com", "calendar.google.com”, "chat.google.com", "meet.google.com", "drive.google.com", "cloud.google.com", "docs.google.com", "sites.google.com", "developers.google.com",
"keep.google.com", "jamboard.google.com", "admin.google.com", "ediscovery.google.com"}

- AVR=F Yy FTLA T YR LAVEAIZ, TOTOa XV F"--"%24F %

--urls_gs = {}

-- zoom D URL Y X F(F—7 1)
urls_zoom = {"zoom.us", "*.zoom.us", "cloudfront.net", "*.cloudfront.net"}

=~ AVE=Z Yy PTLA TP LARVEAIR, TOffoaxy b"--"24F %

--urls_zoom = {}

-- )13 % SYSLOG @ L~ (info, debug, notice)

log_level = "debug" - %
- Avke—Y -
msg_fail ver = "Failed to get version from server"

msg_fail_server_http = "Failed to data transmission to server, HTTP STATUS: %d"

msg_fail server_err = "Failed to data transmission to server, err: %s"

msg_fail_server = "Failed to data transmission to server"

msg_new_ver = "New version of service instance endpoints has been detected"
msg_cancel = "Service instance endpoints checking is canceled”

msg_update = "Service instance endpoints have been successfully updated"

- B Ry e—Y% SYSLOG i i3 5 B

- [51%d

- msg_fmt... 2 v¥— 7+ =~y bERELFH)
- #2 LU . ERIEE T IC AN B i

-~ [R Y fii]

function write_to_log(msg_fmt, ...)

local log_msg

log_msg = string.format(msg_fmt, ...)
log_msg = string.format("%s %s", offload_prefix, log_msg)

rt.syslog(log_level, log_msg)



end

-- UUID %43 % B
-- [51%]

-- L

-- [ v fi]

-- UUID (C41)
function generate_uuid()

local template = "XXXXXXXX-XXXX-4XXX-YXXX-XXXXXXXXXXXX"

math.randomseed(os.time())

return string.gsub(template, "[xy]", function (c)
local v = (¢ == "x") and math.random (0, 0xf) or math.random(8, Oxb)

return string.format("%x", v)

end)

end

-- Office #—8 = b= 3 v 2 T 2 B
-- [51%]
- uuid ... UUID CCF51)
-- [R v fiE]
-- N—a v (HH)
function get_version_from_server(uuid)
local path, i, v, res_tbl
local lines = {}

local line = {}

path = string.format(path_version, uuid)
req_tbl.url = string.format(url_template, office_host, path)

res_tbl = rt.httprequest(req_tbl)

local cur_ver =0
local num = 0
if (res_tbl.rtn1) and (res_tbl.code) and (res_tbl.code == 200) then
- REE
lines = { string.split(res_tbl.body, /¥s+/) }
for i, v in ipairs(lines) do
line = { string.split(v, ",") }

if G == 1) then



for i, v in ipairs(line) do

if (v == "latest") then

num = i
end
end
else
if (num > 0) and (line[num] ~= nil) and (string.len(line[num]) > 0) then
cur_ver = tonumber(line[num])
if (cur_ver == nil) then
cur_ver =0
end
end
break
end

end
if (cur_ver == 0) then

write_to_log(msg_fail_ver)

end
else
if (res_tbl.code) then
write_to_log(msg_fail_server_http, res_tbl.code)
elseif (res_tbl.err) then
write_to_log(msg_fail_server_err, res_tbl.err)
else
write_to_log(msg_fail_server)
end
end

return cur_ver

end

-- Office y— "= b v FR A4 v b UG T 2 B

-- [51%d

-- uuid ... UUID (GCE5)

-- [ ]

- Office == LZIFL L ZAHK v 27 — % ) / nil
function get_endpoints_from_server(uuid)

local res_tbl, path

path = string.format(path_endpoint, uuid)
req_tbl.url = string.format(url_template, office_host, path)

res_tbl = rt.httprequest(req_tbl)



if (res_tbl.rtn1) and (res_tbl.code) and (res_tbl.code == 200) then
- EAE

return res_tbl.body

else
if (res_tbl.code) then
write_to_log(msg_fail_server_http, res_tbl.code)
elseif (res_tbl.err) then
write_to_log(msg_fail_server_err, res_tbl.err)
else
write_to_log(msg_fail_server)
end
end
return nil

end

- CSVEAD 117% 7 — 7 Vi 243 2 BIKK
-- [51%]
- line ... CSV B ® 1 f7(CXF41)
-- [V ]
- T T NCE L2 D (T —TN)
function ParseCSVLine(line)
local res = {}
local pos = 1
local sep ="'
while (true) do
local ¢ = string.sub(line,pos,pos)
if (c =="") then break end
if (c =="") then
-- quoted value (ignore separator within)
local txt ="
repeat
local startp,endp = string.find(line,"%b""",pos)
txt = txt..string.sub(line,startp+1,endp-1)
pos = endp + 1
¢ = string.sub(line,pos,pos)

e

if (c =="") then txt = txt.."" end

-- check first char AFTER quoted string, if it is another

-- quoted string without separator, then append it

-- this is the way to "escape” the quote char in a quote. example:

-- valuel,"blub""blip""boing",value3 will result in blub"blip"boing for the middle

until (c ~="")

table.insert(res,txt)



assert(c ==sep orc =="")

pos = pos + 1

else
-- no quotes used, just look for the first separator
local startp,endp = string.find(line,sep,pos)
if (startp) then
table.insert(res,string.sub(line,pos,startp-1))
pos = endp + 1
else
-- no separator found -> use rest of string and terminate
table.insert(res,string.sub(line,pos))
break
end
end
end
return res

end

- LARYRF—4%25 URL V) 2 + 2 I8 4 % B
-- [51%d
-- body ... Office 4 =N —=2 L Z{F L7z L AR v 27— % LFHI)
-- [V i
-- URLDY R (T =7N)
function get_urls(body)

local lines, line

local i, v

local url_num =0

local cat_num = 0

local ip_num = 0

local urls_list = {}

if (body ~= nil) then
lines = { string.split(body, /¥v+/) }
for i, v in ipairs(lines) do
line = ParseCSVLine(v)
- 1fTHDO AN A =2 =005 urls & category D& % S
if G ==1) then
for i, v in ipairs(line) do
if (v =="urls") then
url_num =1
elseif (v == "category") then

cat_num =i



end

elseif (v == "ips") then
ip_num =i

end

if (url_num == 0) or (cat_num == 0) or (ip_num == 0) then

break
end
else
if (line[cat_num] == "Allow") or (line[cat_num] == "Optimize") then
--urls #{RTF
if (line[url_num] ~= nil) and (string.len(line[url_num]) > 0) then
table.insert(urls_list, line[url num])
elseif (line[ip_num] ~= nil) and (string.len(line[ip_num]) > 0) then
table.insert(urls_list, line[ip_num])
end
end
end

end

end

return urls_list

end

--URL VY 2 b 25 EHEEHIFR, v — b3 2384
-- [51%
-- urls_list... URL ® Y 2 F ElH Y (F—71)
- [R Y fiE]
-- URL ® Y & FEERL(T—T V)
function del_duplicate_urls(urls_list)

local url_splited = {}

local flist = {}

local flist_temp = {}

local urls, url

local k, v

"

local str_urls =

for urls in each(urls_list) do

url_splited = { string.split(urls, ",") }

for url in each(url_splited) do
flist_temp[url] = 1
end

end



for k, v in pairs(flist_temp) do
table.insert(flist, k)

end

table.sort(flist)

return flist

end

--URL @V & b % —7E D il 3 2 BI%K
-- [51%]
-- urls_list.. URL ® Y X F (F—=7'1)
- [ fE]
-- — DL THEFE L URLDY R MF—7 1)
- [4tF]
-- HE L2 XTI ORI BIEEREBAZL AT, 1 D0EKLT S
function concatenate urls(urls_list)
local url
local str_urls = "

local flist = {}

local urls_len = 256 -- CFH D E & DR (0~)

for url in each(urls_list) do
if (str_urls =="") then
str_urls = url
else

str_urls = str_urls .. "," .. url

end

if (string.len(str_urls) > urls_len) then
table.insert(flist, str_urls)
str_urls ="

end

end

if (str_urls ~= "") then

table.insert(flist, str_urls)

end

return flist

end



--FQDN 7 4 A% — % B3 2 %K
- [51%d
-- num ... HIER3 2 7 4 v 2 —EEE)

- R Y f]

function exec_no_filter_cmd(num)

local emd, i

fori=0, (num - 1) do

cmd = string.format("no ip filter %d", filter_prefix + 1)
rtn, str = rt.command (cmd)
if (rtn == false) then

if (str) then

write_to_log(str)

end

end

end

end

-220) X ERIEET 2B

-- [51%d

-- table 1...1 28D Y X (T =7 1)
-- table 2.2 2D Y X M(FT—T 1)
-- [ i

- WELZEHLVWY XM (F=T 1)
function joint_tables(table_1, table_2)

local table new = {}

for v in each(table_1) do
table.insert(table_new, v)

end

for v in each(table_2) do
table.insert(table_new, v)

end

return table_new

end

- FQDN 7 4 L% — % BE T 2 B



-- [51%]
-- urls_list ... URL ® Y 2 } (F— 7' 1)
- [RY fE]
- TANZ—FSD) AL (F—T 1)
function exec_filter_cmd(urls_list)

local v, cmd, rtn, str

local i = 0;

local flist = {}

for v in each(urls_list) do
cmd = string.format("ip filter %d pass * %s", filter_prefix + i, v)
rtn, str = rt.command(cmd)
if (rtn == false) then
if (str) then

write_to_log(str)

end
break
else
table.insert(flist, tostring(filter_prefix + 1))
i=i+1;
end

end

return flist

end

--iproute I~V FERIET 5 B
-- [51%]

-- flist... 74 VL2 —FFDOY R (FT—=T 1)

function exec_ip_route_cmd (flist)
local cmd, v, rtn, str

local buf =""

if (#flist == 0) then
return

end

for v in each(flist) do
buf =buf..""..v

end



cmd = string.format("ip route default gateway %s filter %s %s gateway %s", gateway_offload, ip_filter, buf, gateway_default)
rtn, str = rt.command (cmd)
if (rtn == false) then
if (str) then
write_to_log(str)
end

end

local buf, cur_ver
local urls

local filters = {}
local pre_ver = 0

local err =0

-- UUID % 4K

local uuid = generate_uuid()

while (true) do

-- Office y == b= 3 v 2 UG

cur_ver = get_version_from_server(uuid)

- REL A=Y 2 v e IR
- FICHR L 72N =Y a VI LR, BROE R T
if (cur_ver > pre_ver) then

err =1

write_to_log(msg_new_ver)

-- Office y—N—=2b TV FK 4 v b G
buf = get_endpoints_from_server(uuid)
if (buf ~= nil) then

--URL VY = b 2%

urls = get_urls(buf)

if (urls ~= nil) then

--URL J R } 2 & 8 % HIFR

urls = del_duplicate_urls(urls)

if (urls ~= nil) then



-- Windows Update & Office 365 ® URL ® Y X + #5433

urls = joint_tables(urls_wu, urls)

--GSuite ® URL® J X } &7 3

urls = joint_tables(urls_gs, urls)

--ZOOM ® URL @ V) 2 F %557 %

urls = joint_tables(urls_zoom, urls)

<-URL®DY R M%7 40 2—HiLCHET S

urls = concatenate_urls(urls)

--FQDN 7 4 & % — % Hilkk

exec_no_filter cmd(#filters)

--FQDN 7 4 &% — % R5E

filters = exec_filter cmd(urls)

if (filters ~= nil) then
-- IR & BOE

exec_ip_route_cmd (filters)

- AV T4 T RRE

rt.command("save")

err=0
end
end
end
end

end

if (cur_ver == 0) or (err == 1) then
write_to_log(msg_cancel)
elseif (cur_ver > pre_ver) then
pre_ver = cur_ver
write_to_log(msg_update)

end

rt.sleep(idle_time)

end

EOF

lua emfs:/O0365_WU



